)( IXIA Benchmarking Devices with the Proxy Endpoint

Getting Started with the
IxChariot Proxy Endpoint

Introduction

The market for network-connected devices is experiencing tremendous growth and rapid change.
To squeeze every ounce of performance out of these devices, vendors frequently use highly-
specialized microcontrollers and lightweight realtime operating systems. Moving to a new
platform typically means switching to an entirely different toolset—impacting time-to-market.

What is the Proxy Endpoint?

The IxChariot Proxy Endpoint is a software development kit (SDK) that enables the development
of custom endpoints for IxChariot. As shown in Figure 1, the IxChariot Proxy Endpoint works by
splitting Ixia’s mainstream endpoint agent into two pieces:

e Proxy Endpoint — runs on a PC and handles statistics and test management
e DUT shim — device-resident agent that performs traffic generation
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Figure 1. IxChariot Proxy Endpoint
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The Proxy Endpoint SDK includes the following components:

e Full source code for a ‘C'-language DUT shim device code for Linux- and Windows-
based embedded platforms
e Complete proxy/device protocol specification for highly-customized applications

The IxChariot Proxy Endpoint architecture has several advantages for customers developing
networked devices with custom applications:

o Compatible with IxChariot's extensive library of application, voice and video scripts

e Works with existing IxChariot Performance Endpoints

e Management overhead is offloaded to a partner PC

e Single-threaded example code makes minimal use of OS calls—sockets and timers only

e Fixed memory allocation to accommodate platforms with limited memory

e Source code enables developers to use platform-specific operating system features to
achieve maximum performance.

This document will take you step-by-step through the process of building and using the Proxy
Endpoint SDK for wireless device testing. Additionally, a number of tests were run on a typical
consumer device to give users an idea of the expected performance under real-world conditions.

~

« Sign the IxChariot Proxy Endpoint License
Agreement

* Download the Proxy Endpoint SDK

* Modify the sample DUT code

¢ Build the DUT shim

* Install DUT shim & Configure Proxy Endpoint

s Execute IxChariot tests

Figure 2. Proxy Endpoint Development Process.
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Building the Proxy Endpoint

Step 1: Configure the target toolchain

The first step is to download the toolchain and install it on the build host system. In this case we'll
use the CodeSourcery GNU/Linux toolchain for ARM EABI targets - currently a very popular
platform for mobile devices.

az;'é Applications  Places  System Q@@ ;@@nu

~ Download Sourcery G+s Lite Edition for ARM - Mozilla Firefox
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Figure 3. Downloading the toolchain.

After expanding the archive, the actual build tools can be found in ‘arm-2008q1/bin’. To build
the DUT shim, we will modify the makefile to point to these utilities.

+ ewenger@ubuniuBlideskiop: -/proxyendpolint'arm-2008q1bin

linux-gnu.tar.bz2
3f arm-2008q1-126-arm-none-1inux-gnueabi-1886-pc-1inux-gnu.tar.bz2

ewengesfuby
lewengerfub

Figure 4. CodeSourcery's toolchain binaries.
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Step 2: Install the IxChariot Proxy Endpoint SDK

When you return the signed IxChariot Proxy Endpoint License Agreement, you will receive the
Proxy Endpoint SDK. The SDK is delivered in a compressed archive called
ProxyEndpoint_SDK.tar.gz.

= Um gee s Wy e

Proxy Endpoint Sample Code

*IEigure 5. Unpacking the Proxy Elndpoint tarball.

After uncompressing this to the desired location you will have the following directory structure on
your filesystem:

Filename Description

ProxyEndpointSDK/
Documentation/ User Guide & Protocol Specification
Proxy_Endpoint/ Proxy Endpoint to be installed on
Windows PC
Sample_Code/ Sample code for the DUT shim
IxChariot_Proxy_Endpoint_SDK_License.pdf Copy of the license agreement

Table 1. Proxy Endpoint directory structure.
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Step 3: Edit the DUT Shim Makefile

The Proxy Endpoint SDK contains a number of example makefiles for various systems. The best
one fo start with is generic Linux makefile, makefile_ds.Inx.gcc, which can easily be modified to
work with a cross-compiler. The first step is to create a copy of the generic makefile to use as a

scratchpad for the new DUT shim project.

enger@ubuntu8oddesktop oxyendpo oxyEndpointSD

Eile Edit View Terminal Tabs Help
ewenger@ubuntustddesktop:~/proxyendpoint /ProxyEndpointSDK$ 1s

Documentation IxChariot Proxy Endpoint SDK License.pdf Proxy Endpoint Sample Code
ewenger@ubuntusfddesktop:~/proxyendpoint /ProxyEndpointSDK$ cd Sample_Code/
ewenger@ubuntudf4desktop:~/proxyendpoint/ProxyEndpointSDK/Sample_Code$ 1s

cfg_ds_1nx gcc cfgvars_ds_1nx_gcc doc_templates.ixt makefile ds.lnx.gcc
cfg_ds_1nx_gpp cfgvars_ds_1lnx_gpp dox_code.config makefTile ds.lnx.gpp
cfg_ds_win_cl cfgvars_ds_win_cl dox_private.config makefile_ds.win.cl
cfg_ds win gpp cfgvars_ds_win_gpp dox_public.config makefile ds.win.gpp
cfg ds wrt_gcc cfgvars_ds wrt_gcc genmake. py makefile ds.wrt.gcc
cfg_pelm_lib win_cl cfgvars_pelm_lib_win_cl include makeTile_pelm Llib.win.cl
ewenger@ubuntuBfddesktop:~/proxyendpoint/ProxyEndpointSDK/Sample Code$ cp makefile ds.lnx.gcc makefile ds.eabi.gcc
ewenger@ubuntugtddesktop:~/proxyendpoint /ProxyEndpointSDK/Sample Code$

Generic Linux makefile

project-specific makefile

Copy the generic Linux makefile to a new |

Figure 6. Create a copy of the generic Linux makefile.

Next, modify the new makefile to use the new toolchain as shown in Figure 7 below.

+ ewenger@ubuntuB0ddesktop: ~/proxyendpoint/ProxyEndpointSDK/Sample_Code =

File Edit View Terminal Tabs Help

# #

& Makefile generated by "genmake.py" #

& From config file(s): ['cfg ds_lnx_eabi gcc'] #
# July:17:2007 13:08:12 #

# #

i VARIABLES #
OBJEXT = .0

¢
[ Dut-Shim compiled for Linux using gcc
#

j# Output settings

BUILD_DIR = build/ds/lnx_eabi_gcc/

BUILD_0BJ DIR = build/ds/lnx_eabi_gcc/objs/
BUILD_TEST 0BJ_DIR = build/ds/lnx_eabi gecc/test_objs/
BUILD_MAIN 0BJ_DIR = build/ds/lnx_eabi_gcc/main_objs/
BIN = dutshim

BIN TEST = unittest

[¢ Compile & Link settings
CC = /home/sws o= /proxyendpoint/arm-2008q1/bin/arm-none-linux-gnueabi-gcc
CCFG = -DIXDS ENABLE TRACE ASSERT -DIXDS ENABLE TRACE ERROR -DIXDS DISABLE THREADS

CCOPT = -02
CCFLAGS = -c $(CCFG) $(CCOPT) -Wall -Werror -I./include -I./source/include
CCNAME_FLAG = -0

0BJS = $(BUILD_OBJ]_DIR)*${0BJEXT)

0BJS_TEST = $(BUILD TEST OBJ_DIR)*$(0BJEXT)

DEP_0BJS = ${wildcard $(BUILD 0BJ DIR)*${0BIEXT)f

DEP 0BJS TEST = $({wildcard $(BUILD TEST OBJ DIR)*$(0BJEXT))

BINARY FLAGS = §(CCOPT) -1m
BIN RULE = ${CC) -o $(BUILD DIR)$({BIN) \

Figure 7. Modify the new makefile to use the DUT toolchain.
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Step 4: Build the DUT Shim

Now that the makefile has been modified to use the cross-compiler toolchain, it's time to build
the DUT shim. The new DUT shim can be built by entering ‘make —f makefile_ds.eabi.gcc’ at the
prompt. In order to help developers build the most stable code, the makefile C flags will instruct
the compiler to treat all warnings as errors. Due to differences in platforms and constant
improvements to new compiler versions, some platforms may build cleanly the first time and
others may require minor modifications. Please take the time to analyze any warnings to make
sure that they will not affect the stability of the final binaries. An example is shown below in
Figure 8. Figure 9 demonstrates the removal of the ~Werror flag to allow the build to proceed
with warnings.

s LuauLL nw.L ASSERT -OINDS EMADLE TRACE ERADR -DEXDS DISASLE THALA

. /Sourcebase /memcn. ¢

Sk HrABLE TRACE ASSERT -0DE5 EAAILE TRACE ERROR: -01X0S DISABLE T
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0705 RNARLE rur; mﬂa mms “BUHLE TRACE ERROR -DIADS DTSABLE THikh

xu LMuLL nw.t ASSERT Um:l ENAULE THACE ERRODR -DENDS DISASLE THe
U8 . /SoUres/aata/Buf] s

= T - luﬂl
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1 rile dncluded m- .umummn.m hi3z,
st C.i!
::mmm m“u h I: dmm painter will break strict- all niles
g I warm {3 Ll

list p.

;uu: lm.lln warning: ﬂmm tm punnnl posnter will uuul :tm.t-liunng Tules
o BabL gez/enis/puflist.o) Error
prow t

paint FProxyEndpalLn wws.wl e coes |

wngermu: a»
r.l Ede ylow Terminal Tabs Help

Maketile £ guasihidiby weneake. -
From contig file(s): [‘cfg o rabt_gec'|
Jaty: PR

e WARTARLES

(r( " 01IDS FUBLE TRACE ASSERT .DINDS FNABLE TRACE ERRDR -DDNDS_DISABLE THAEADS
ccowr - 02

m - Ilﬂﬂvl S(C00PT) -Wall ZJweesT-1./include -T./source/include

CIME FLAG =

025 = §(RUTLD DR DIR)*§{0GIEXNT)

fosrs TEST - §(EBUILD TEST 090 DIR)*S(CEJENT)

JOLP ORYS = §iwildcard §(BUILD 080 DIR)*S(COJDAT))

EP 0835 TEST = ${uildcard ${EUILD TEST 083 DIR)*$(0RJEXT))

DAY FLAGS = SILCOFT) -n
um mu - im s (BUIAL BIR)S(BIND
\e_ds.eabi. 253 Lines, 98787 characte

Figure 9. Removmg the -Werror flag.
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Step 5: Install and Test the DUT Shim

Once the DUT shim has been successfully built, you will find two executables in the the
‘build/ds/Inx_eabi_gcc’ subdirectory: dutshim and unittest. The dutshim binary is the DUT shim
itself and the unittest binary will execute a number of unit tests on the dutshim binary to verify the
program’s functionality.

=
<<
==
<<
=
<<
=
<<
==
<<
==
£
=4
<<
=
<<
==
<<
=
<<
=
<<
==
<<
==
<<
=3
<<

File Edit wiew Terminal Tabs Help

ewenger@ubuntud@ddesktop:~/proxyendpoint/ProxyEndpointSDK/Sample Code/build/ds/lnx gcc$ ./unittest | grep Test

ewenger@ubuntudBddesktop:~/proxyendpoint/ProxyEndpointSOK/Sample_Code/build/ds/lnx_gcc$

std-error -
Tile: error

std-error

file: error ("_-———______
[Test] File ID These errors can be safely

[Test] File I0: ok = Lt
[Test] Compile-time configuration |gnored 'hey eccuras @
[Test] Compile-time configuration: ok result of piping the unittest
[Test] Endianness

[Test] Endianness: ok

[Test] Types

[Test] Types: ok

[Test] Errors

[Test] Errors: ok

[Test] Hash-table

[Test] Hash-table: ok

[Test] List

[Test] List: ok

[Test] Buffer

[Test] Buffer: ok

[Test] Thread-Mutex

[Test] Thread-Mutex: ok

[Test] Thread-Event

[Test] Thread-Ewvent: ok

[Test] Thread

[Test] Thread: ok

[Test] Demultiplexer-Event
[Test] Demultiplexer-Event: ok
[Test] Address

[Test] Address: ok

[Test] P-A Message

[Test] P-A Message: ok

Figure 10. Sample output from unittest.
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Testing with the Proxy Endpoint

Basic Test Setup

Figure 11 shows the basic network diagram for a Proxy Endpoint test. In this configuration the
device under test is assumed to have only a wireless network interface which means that test
traffic and test management share the wireless network. The Proxy/DUT shim communication
channel has been optimized to support this type of arrangement without material impact on test
performance. If the device under test does support a wired TCP/IP connection via Ethernet or

USB ‘gadget’ interface then that can also be used to directly connect the Proxy Endpoint and
DUT shim

Proxy/DUT shim
. management
IxChariot Console &

Proxy Endpoint

DUT Shim

Figure 11. Typical Proxy Endpoint Test Configuration.
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Step 6: Install and configure the Proxy Endpoint

The Proxy Endpoint will be installed on the IxChariot console in parallel with the existing
IxChariot endpoint. The Proxy Endpoint installer can be found in the Proxy Endpoint SDK archive
under ‘Proxy Endpoint/peproxywin32_660.exe’. This will install the IxChariot Proxy Endpoint on
your system via a standard Windows installer.

To identify the DUT shim IP address to the Proxy Endpoint, you must modify the Proxy Endpoint’s
endpoint.ini file located at ‘C:\Program Files\Ixia\ProxyEndpoint’. The DUT shim IP address is
the last entry in that file:

1 comtipmiand ase (( Fewuge soem Filles | Luiis Pomary®dndigesied ) LV al0 xj

e e R — P S—

AURE 9% Am8 DA ALA TR TR
: Specity the Gt TOL walee Ehat will Be wied by the endpaint an the RInIgeaPat
; Setuerk eatil the First nsageneat conmand is received and eneculed

tax
IMET I MAMACT MENT TS tes
tes st B¢ & sunber Beturen § and 795 anyg Iawalid valer will b reset ta 0

Pelfamit i5 0
INET 1AL _MeeeRc NI _TO% [ ]
5 Uncomment the following line and replace "127.8.8.1" with the management address of the DUT Shim
UT_SHIM HANAGEMENT ADDRESS 1“.2[1“.13'!.1!“1

D
-
-
-

ey ? W2 et

Figure 12. Editing the endpoint.ini file.

Since both endpoints use TCP port 10115, it is necessary to disable one of the endpoints while
the other is running. This can be done via the ‘Services’ utility in Microsoft Windows. The easiest
way to pull up this utility is to use the ‘Run’ option under the start menu and type ‘services.msc’. It
can also be found by right<licking on ‘My Computer’ and selecting ‘Manage’. The left hand
side of the resulting window will have a ‘Services’ option in the tree. Figure 13 shows the two
services available side-by-side. In this screenshot, the Ixia Performance Endpoint (normal
endpoint) has been stopped, and the user is starting the Proxy Endpoint.
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Figure 13. Starting the Proxy Endpoint service.

When the Proxy Endpoint and DUT shim have established communications correctly, you will see
the following on the DUT:

root @ ~feabl ds$ . fdutshim

Product ................. CUT-Shim

Build time .............. Aug 11 2008 - 17:51:14
Build for platform ...... Linux

LUsing compdler ....ovvies GoC [4.2]

Trace level ............. assert, error
Link-Manager: start

Link-Manager: Connected. Remote: 152.168.1.200:15837
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Step 7: Run an IxChariot test with the Proxy Endpoint

The only difference between configuring a test with a native endpoint and proxy endpoint is in
the selection of a management IP address. In this case, the Proxy Endpoint is managing the DUT
so we'll enter the Proxy Endpoint’s IP address in the E1 management field. In this case, the
Proxy Endpoint is running on the console so ‘localhost’ is used.

Edit an Endpoint Pair | x| |

Pair comment; |

- Endpoint 1 to Endpoint 2 Traffic
Endpoint 1 address |-| 92 168.1.109 *

Endpoint 2 addresz |1 92 162.1.201

DUT P Address

Metwork, protocol Service quality

|Te =l [

Edit This Seript | Filegndl. zcr
File Send, Long Connection
Select Script |

Click here to show

'WManagerment' fizlds

~ Conzale to Endpoint 1 b anagemen
[~ Use Endpaint 1 address a8 management address

|||:||:a|h|:|3t *— Proxy Endpeint IP Address -

Management protocol : | 10p =

- Endpaint 1 to Endpoint 2 M anagement
v Usze Endpaoint 2 address as management address

[192.168.1.201 =]

1] 4 | Qancell Help |
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IxChariot Proxy Endpoint Results

Native Endpoint

Proxy Endpoint

Direction Throughput Throughput
[kbps for audio, Mbps for all others] [kbps for audio, Mbps for all others] |
filesndl dn 23.163 22.836
up 30.403 29.072
auirvl dn 1.623 1.596
1 1
quiry up 1.840 1.634
inauirvl-reola dn 1.628 1.621
1 1 -
quiryl-repldy up 1.826 1.629
128kbps audio dn 128.070 128.702
(modified IPTVa) up 127.962 128.072
IPTV 2.8 Mbps dn 2.802 2.810
delay up 2.815 2.806
dn 2.800 2.808
IPTV 2.8 M
8 Mbps up 2.806 2.806
dn 3.490 3.514
IPTV 3.5 Mb
Ps up 3.496 3.496
dn 9.907 9.645
IPTVIOM |
0 Mbps delay up 10.074 9.970
IPTV 10 Mbos dn 9.836 9.617
P up 9.951 9.963
IPTV 14 Mbbs dn 11.100 10.549
P up 13.974 13.975
dn 11.971 10.721
IPTV 20 Mb
ps up 19.936 19.934

Note: Measurements were conducted on a MIPS-based embedded device using Ethernet since a
screen room was not available for proper wireless testing.
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